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At a Glance

Intfroduction

Congratulations on your purchase of the DatalLocker DL3™ Encrypted Hard Drive. This user manual
is infended to help you configure your device. Because Datalocker is constantly updating its
products, the images and text in this manual may vary slightly from the images and text displayed
by your DatalLocker DL3. These changes are minor and should not effect the ease of setup adversely.

Updated software and documentation are freely available for download at our website. Visit our
Device Firmware Updates page for all available updates.

The DatalLocker DL3 stands alone as the only external hard drive equipped with a patented, on
board, LCD touch screen. This feature allows the user to conveniently perform all processes directly
through the LCD Interface, making it truly 100% platform independent.

Although the DatalLocker DL3 is extremely user friendly, it is recommended that you review this guide
to ensure that you become fully acquainted with the DatalLocker DL3 and all of its features.

About the DL3

The DatalLocker DL3 has a minimum power requirement of 5 Volts and 1A of current that is drawn
from the USB port. The DatalLocker DL3 utilizes 256-bit AES encryption operating in XTS mode to fully
encrypt your drive’s contents.

The DatalLocker DL3 FE (FIPS Edition) has FIPS validated components and two independent crypto
processors. Data undergoes two passes of 256-bit AES encryption - the first pass being in XTS mode,
the second pass in FIPS 140-2 validated CBC mode - before it is stored on the hard drive,

The DatalLocker DL3 comes preformatted with the Windows NTFS file system. All magjor file systems
are supported (HFS, NTFS, EXT, FAT).

If you require a different file system, please consult your operating system for initialization and
formatting instructions.

For more information on initializing and formatting your DL3, see Initializing And Formatting Your DL3.

The DatalLocker DL3 is completely cross-platform compatible and OS agnostic. With no software or
special drivers required, the DL3 works with Windows, Linux, MacOS, Android phones and tablets,
Chromebooks, and embedded systems - any system that can utilize USB Mass Storage.

Note: Managed DL3s require Windows 7+.

© 2018 DatalLocker Inc. All rights reserved. 3
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Citrix Compatibilities

The DatalLocker DL3 and DL3 FE are compatible with:

XenApp 7.14
XenApp 7.15 LTSR
XenApp 7.16
XenApp 7.17
XenDesktop 7.14
XenDesktop 7.15 LTSR
XenDesktop 7.16
XenDesktop 7.17

Additionally, the DL3 is compatible with:

o Citrix Virtual Apps and Desktops service on Azure

Getting Started

Accessing The Setup Menu

The Setup menu is where all options and controls are displayed, including changing your password.
To access the Setup menu:
1. Connect the DL3 to your computer with the included USB cable.

2. At the startup screen press Start.

| |
"EDATA LOCKER

@

START

3. Enter the administrator password. If this is your first time logging in, the default password is
0000000.

Then press the Enter symbol.

6
a8
= |

X|OnN|e
TR0,

"
I

abc

4. Press the Setup button on the touch screen. If it is not selected within 3 seconds, the DatalLocker
DL3 will connect to the computer automatically.
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=3 L=

CONNELCT

.
"RDATA LOCKER

5. You can navigate the Setup menu using the function buttons listed, or go back to the Connect
menu by pressing the Return button in the top left corner of Setup menu.

From the Setup menu, you can:

e Change your password

e Enable/disable the user password
e Access the System menu

¢ Access the SafeConsole setting

Administrator Password

It is highly recommended that you set a new administrator password using alpha-numeric characters
upon the first use.

1. From the Setup menu, press the Change Password button.

SETUP
ADHINISTRATOR

CHANGE
PASSHORD
USER
PASSHORD

SYSTEH

SELF
DESTRULT

2. Press the Continue button and enter the current password. Follow the onscreen instructions to
set your new password. It is recommended that you use a combination of both alpha and
numeric characters for your password.

EHTER
CURRENT
PASSHORD

CONTINUE
CANCEL

3. After the new password has been set, you may set other options, or save and go back to
the Connect menu by pressing the Return button located at the top left hand corner next to
Setup.

Warning: A lost or forgotten password cannot be reset or recovered without losing all the
stored data. To reset a device with an unknown password, incorrect passwords can be
entered until the device self-destructs. This will delete all stored data on the drive. The device
will need to be initialized again before reuse. For more information on initializing your device,
see Initializing And Formatting Your DL3.

© 2018 DatalLocker Inc. All rights reserved. 5
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Connecting The Device

After entering the password, press the Connect

=3 C=

CONNELCT

.
"20ATA LOCKER

The drive will begin connecting to the computer
once the drive has successfully connected.

CD Drive (D:) Login Datalo...

Choose what to do with this disc.

Install or run program from your media

Other choices

-

Run DatalockerDL3.exe
Published by DatalLocker Inc.

Open folder to view files
File Explorer

Import photos and videos
Dropbox

Take no action

button to start using the DL3 drive.

. By default, Windows will show an AutoPlay dialog

In Windows Explorer you will now see a drive called “DataLocker” listed in the Hard Disk Drives section.
A new drive letter will be automatically assigned to this drive. You may now start using your DL3 drive!

+ Hard Disk Drives (2)

DataLocker (G:)

{ Favorites
0s (C2)
4 Libraries - 58 [
1% Computer + Devices with Removable 5
& 05 (C3)

a Datalodker (G:)

H Fl Disk Dri Al
= V oppy Disk Drive (A:)

e |
233GB 'fV‘IﬁDGBﬁE&Df‘!ﬁDGB

torage (2)

= -

9 DVD RW Drive (D:)
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Main Screen

The connected status screen on your DL3 drive displays useful information.

0 0SELF KEY
b5 56-—~

| ]
"EDATA LOCKER
v---

ELF KEY
56—~

[ ]
"EDATA LOCKER
u-.--

SELF KEY
88356

|
"EDATA LDEEER

SELF KEY
a256-“

-
"EDATA LOCKER
-

==

Indicates that the DL3 drive has a User Password enabled.

Indicates that the DL3 drive’s User Password is disabled.

Displays the current firmware installed on the DL3 drive.

Disconnects the DL3 drive from the computer. Note: To prevent data loss or

damage to disk, ensure the DL3 drive has been properly ejected from the operating system before
pressing this button.

Disconnecting Your DL3

To prevent loss or corrupted data, properly eject the DL3 drive when you're finished using it. The
best practice is to use your operating system’s Safely Remove Hardware or Eject function before
you power down or detach the DatalLocker DL3 from the host system.

This will also help prevent damage to the disk.

© 2018 DatalLocker Inc. All rights reserved. 7
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Windows Users

1. Right click the Safely Remove Hardware icon located on the lower right hand corner of the
Windows taskbar.

12:00 PM
1/1/2018

A~ [ &= 1 ¢ ENG

2. Once the popup menu has appeared, click the correct drive to safely eject the DL3 from
Windows.

Ma Open Devices and Printers
B Eject Ricoh PCle SD/MMC Hest Controller

DL3FIPS
- Eject CD Drive (D:]) Legin DataLu:uc_h;r-[‘J-F‘"

|_.|.r iy = ::4 : e 'II.I"'II.I"EEI'IE

macOS Users

1. Click the Eject button that corresponds with the DatalLocker DL3 on macOS.

0S

O

2. Once the drive has been ejected from macOS, press Disconnect on the DL3 drive.

© 2018 DatalLocker Inc. All rights reserved. 8
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Features

Administrative Controls

Menu Option

Details

Previous Menu/
Save Settings Button

Change Password
User Password

System

SafeConsole

Used to go back to the previous menu and save the current
settings.

Used to set the administrator password.
Used to create a user password.

Enter the System Menu. For more information see the System
Menu section.

If enabled, allows the device to be managed by the
company’s SafeConsole central management system. For
more information about this feature, please read the
SafeConsole section.

System Menu

Menu Option

Details

Previous Menu/
Save Settings Button

Next Menu Button

Language

Strong Password

Used to go back to the previous menu and save the current
settings.

Used to go to the next screen.

Set the menu language. Supported languages are:
- English
- French
- German
- Spanish
- Japanese
- Korean

The DL3 allows the administrator to enforce strong password
rules for authentication. With the Strong Password feature
enabled, all passwords must meet the following requirements:

- Password must be 8 characters long or greater. The
minimum password length is adjustable from 8 to 32
characters.

- Sequential passwords such as *12345678", "98765432",
“ABCDEFGH", are prohibited.

- Repeating passwords such as 111111117, "AAAAAAAA”",
are prohibited.

- The password must contain both numeric and alpha
characters.

© 2018 DatalLocker Inc. All rights reserved.



DatalLocker DL3 User Guide

Menu Option

Details

LCD Contrast

Previous Menu Butfton

Key Tone

Zeroize Drive

RFID

Adjust the LCD screen’s contrast,

Used to go back to previous menu and save the current
settings.

Turn the keypad tone on or off.

Note: This does not turn off all other device sounds.

Initiates the destruction of all encryption keys and user
passwords, making the data on the drive irretrievable. The
DL3 will be reset to the original factory state. The device will
need 1o be reinitialized and formatted in order for it to be
redeployed.

Enters the optional RFID Authentication module setup menu.

User Options

User options can be found by logging into the device with the user password and entering the
Setup menu. For more information, see the User Password section.

Menu Option

Details

Previous Menu/
Save Settings Button

Change Password

Language

LCD Contrast

Key Tone

Used to go back to previous menu and save the current
settings.

Used to set the user password. For more information, see the
User Password section.

Set the menu language. Supported languages are:
- English
- French
- German
- Spanish
- Japanese
- Korean

Adjust the LCD screen’s contrast,

Turn the keypad tone on or off.

User Password

The DL3 supports the creation of a user password. The user will have access to all data on the drive,
however, the user will not be able to access certain administrative options and conftrols.

Note: You must change the default administrator password before creating a user password.

1. Navigate to the Setup Menu. For more information, see Accessing The Setup Menu.

© 2018 DatalLocker Inc. All rights reserved. 10
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2. At the setup menu press the User Password button.

SETUP
ADHINISTRATOR

CHANGE
PASSHORD
USER
PASSHORD

SYSTEH

3. Press the Create button. A user with the default password of 0000000 is now created.

CREATE @

. HARHING
PASSHORD > USER
PASSHORD
HAS BEEH

RESET T0
CREATE 0000000’

4, The user should then re-login with the default user password of 0000000 and change the
default password to a personal password. The user password change process is identical to
changing the administrator’s password. The user’s setup menu is limited to Change Password,
Language, Key Tone, and LCD Contrast settings. See User Options for more information.

SETUP

CHAHGE
PASSHORD

KEY TOHE
LCD
COHTRAST

Self-Destruct Mode

The self-destruct feature is designed to defend against brute force password hacks. The DL3
performs this by zeroizing all of the device’s encryption keys once the appointed number of failed
login attempts is reached.

Once the encryption key is deleted, your data is no longer recoverable. Powering off the unit does
NOT reset the unsuccessful password attempts counter. The password attempts counter will only
reset after a successful password attempt. Use this feature with caution.

1. The self-destruct function deters brute force password attacks. The number of password
attempts is 10 tries.

Once the defined number of failed password attempts is reached, all data on the DL3 drive
will be irrecoverably destroyed.

2. The DL3 drive is designed to automatically power off after the first five tries. You will have to
unplug and reconnect the DL3 drive to reattempt the connection process.

© 2018 DatalLocker Inc. All rights reserved. 11
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3. If you are within the final three tries you will be alerted with a “Hack Detected” warning.

®

HACK
DETECTED
ALL DATA

MILL BE
DELETED

4. After @ unsuccessful attempts you will see the “Self-destruct Will Begin” warning. If the next
attempt fails, the self-destruct function will destroy all encryption keys on the DL3 drive. This
process is instantaneous and all data will be inaccessible.

®

SELF DESTRULT
HILL BEGIH
HITH HEXT

FAILED LOGIH !

5. The DL3 drive will emit a steady alert tone and will not stop until you unplug the USB cable from
the computer. The drive will have to be reinitialized and formatted to work with your operating
system again.

Zeroize

Zeroizing the device will wipe all data on the drive and return the device to factory settings.
Note: The SafeConsole feature must be disabled to use the Zeroize function.
To zeroize the DL3:

1. Navigate to the Setup menu. For more information see, Accessing The Setup Menu.

2. Find and press the System button to access the System menu.

3. Press the Zeroize button.

Note: The option is on the second page of the System menu.
4. Follow the onscreen prompts to complete the process.

5. The DL3 will power off and back on automatically when it has finished zeroizing. To use your DL3
once again, you will need to reinitialize it. See How To Initialize Your Drive for more information.

RFID Authentication

The DL3 FE features an optional RFID module for a second layer of authentication. A maximum
of five RFID tags can be registered on each DL3 drive. RFID models of the DL3 FE come with two
RFID tags. If you would like to pair your own tag, the DL3 RFID module supports ISO 14443A and ISO
156693 with a frequency of 13.56 MHz.

© 2018 DatalLocker Inc. All rights reserved. 12
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1. Navigate to the Setup Menu. For more information, see Accessing The Setup Menu.

2. At the Setup menu, press the System button.

SETUP
ADHINISTRATOR

CHANGE
PASSHORD
USER
PASSHORD

SYSTEH

3. Press the button to display the System 2/2 screen.

SETUP [3]
SYSTEM 172

VIRTUAL
D
STROHRG
PASSHORD
LCD
COHTRAST

4. Afthe next menu screen, press the RFID button.,

[{] SETUP
SYSTEM 272

KEY TOHE
ZEROIZE
DRIVE
DATALOLCKER
LIHK

5. At the setup RFID screen, press the Add RFID Tag button.

IHITIALIZE

ADD
RFID TAG

6. Place the supplied RFID tag near the bottom right hand corner of the DL3 until you hear a
“beep” tone.

PLEASE
TOUCH
RFID TAG

BOTTOM
SIDE

}
&

© 2018 DatalLocker Inc. All rights reserved. 13
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7. After registering, the RFID tag value will be displayed. Please make note of the RFID tag ID in
case the tag is lost or damaged.

=]

to
N

onNng
o wo
a0 >
o W=

Q
(=]

PLEASE
RECORD
TAG ID

You have now successfully registered a RFID tag and the RFID function is enabled.

PLEASE TOUCH
RFID TAG
OH BOTTOH
CORHER

BOTTOH
oR SIDE

¢
1D KEY 1\\:)'/

The next fime you reconnect the DL3 drive, you are required to use the RFID tag to authenticate
before entering the password.

Read-Only Mode

The DL3 drive comes with two Read-Only Mode options. The administrator can force Read-Only
Mode for all users or users and administrators can set the feature individually. Both options are
disabled by default.

Forced Read-Only Mode

The administrator can force Read-Only Mode for users. Once the feature is enabled, only the
administrator will be able to change it. Users of a DL3 drive that has Read-Only Mode enabled can
still view the files and copy them, but they will not be able to save any changes to the files on the
drive nor delete them.

Note: With this setting enabled, administrators will not be forced into Read-Only Mode.

© 2018 DatalLocker Inc. All rights reserved. 14
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To enable forced Read-Only Mode, follow these steps:
1. Navigate to the Setup menu. For more information, see Accessing The Setup Menu.
2. At the Setup menu, press the System button.
3. Select Read-Only Mode.
Note: This option is located on the second page of the System menu.

4. Change to Enable.

READ-0HLY
HODE

ENABLE
DISABLE

Individual Read-Only Mode

The administrator and the user can each set Read-Only Mode individually, by checking the box
on the Connection screen after entering the password. Checking the box will enable Read-Only
Mode for a single login. Upon disconnecting and logging in again, the sefting can be toggled.

Note: After checking the Read-Only Mode box and disconnecting, the option will remain checked
until the user unchecks it.

Auto-Lock

Auto-lock is a security feature available on the DL3. This feature is disabled by default but can be
enabled by the administrator and the user. The amount of idle time required to time out the device
is configurable from 10 to 180 minutes in increments of 10 minutes.

Auto-lock will disconnect the drive once it is idle (i.e. zero activity) for the configured amount of
time. The device will beep and display a 30 second countdown on the fouchscreen before the
timeout limit is reached. Modifying the contents on the drive or even viewing the files will reset the
timeout counter.

To enable auto-lock, follow these steps:
1. Navigate to the Setup menu. For more information, see Accessing The Setup Menu.
2. At the setup menu, press the System button.
3. Press the Next Page button two times to arrive at the System 3/3 screen.
4. Select Auto-Lock.
5. Adjust the minutes of idle time required.

© 2018 DatalLocker Inc. All rights reserved. 15
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6. Change to Enable.

AUTO=-LOCK

IDLE TIHEDUT
HIHUTES

- I + |

Disabling Windows 10 Power Save

By default, Windows 10 attempts to shut off USB devices after a set period of inactivity. If the DL3 is
put into this low power state, the drive will automatically lock the drive and require reauthentication.
To disable this feature of Windows, follow the steps below.

Note: You will need to complete the following steps once for each drive plugged intfo your computer.
1. Log in as a local administrator on your computer.

Note: If you are not an administrator you will receive a warning indicating you won’t be able
to make changes when you open Device Manager. Please contact your administrator for
further assistance.

Device Manager X

You are logged on as a standard user. You can view device settings in
l , Device Manager, but you must be logged on as an administrator to
make changes.

o |

. Unlock your DL3 device. If your device is being managed by SafeConsole, launch the client
on your computer.

N

. Open Device Manager (Click the windows button and type “device manager”).
. Click on the arrow next to Universal Serial Bus controllers.

. Right click on USB Mass Storage Device.

. Click Propetrties.

. Go to the Power Management tab.

. Uncheck “"Allow the computer to turn off this device to save power”.

. Click OK.

O 0 N O 00 AW

© 2018 DatalLocker Inc. All rights reserved. 16
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SafeConsole

SafeConsole™ is a central management console used to optionally manage DL3 devices. Man-
aged DL3s require a Connection Token upon initialization. The SafeConsole Connection Token is
obtained by the System Administrator through the Quick Connect Guide, located inside of the
SafeConsole user interface. SafeConsole requires a device license for activation. License sold
separately.

Users without access o a Management Server, please contact sales: sales@datalocker.com /
(913)310-9088

SafeConsole offers several key features including audit logging. anti-malware services (license sold
separately), remote password reset, and more!

Enabling SafeConsole

Toggling the SafeConsole feature requires administrative access to your DL3. If you are a user,
please contact your administrator for assistance. Enabling SafeConsole will limit drive usage to
Windows machines with a valid connection to the SafeConsole Server.

To Enable SafeConsole:

J—

. Navigate to the Setup menu. For more information, see Accessing The Setup Menu.
Select the SafeConsole option.
Choose Enable.

Return to the Connection menu and select Connect.

o b 0N

Upon launching the client on your computer, it will ask for your SafeConsole Connection Token.
This can be found in the Quick Connect Guide within the SafeConsole user interface.

Note: If the SafeConsole client is not shown, the latest firmware may need to be installed on
your device. Find the latest firmware update here.

Registering The DL3 To SafeConsole

Before registering your drive to SafeConsole, make sure SafeConsole is enabled on your DL3. For
more information, see Enabling And Disabling SafeConsole.

You will need a Connection Token, provided by your system administrator, to complete the registra-
tion.

1. Log into the DL3 and press the Connect button.

2. On your computer, double click the DataLocker DL3 drive under Devices and Drives to launch
the client.

CD Drive (D) Legin
H DatalockerDL3
0 bytes free of 34.0 MB

© 2018 DatalLocker Inc. All rights reserved. 17
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3. Upon launch, the SafeConsole Connection page should appear. If it doesn’t, click on Actions,
then Connect to SafeConsole.

! Datalocker DL3 4.8.34 X ! Datalocker DL3 4.8.34 x
Actions  Help Actions  Help

u Reset
us Connect to SafeConsole

Connect to SafeConsole I}
Lock and exit

What is SafeConsole?

SafeConsole is a central management server that SafeConsole is a central management server that
allows administrators to manage SafeConsole allows administrators to manage SafeConsole

Ready secure USB drives. Learn more Ready secure USB drives. Learn mare
Enter connection token Enter connection token

Contact your administrator to receive the connection Contact your administrator to receive the connection
token. token.

Cancel |Check token

Cancel |Check token

4. Enter the SafeConsole Connection Token provided by your SafeConsole Administrator and
click Check Token.

¥ Datalocker DL3 4.8.34 x
Actions  Help

-=' Connect to SafeConsole

What is SafeConsole?

SafeConsole is a central management server that
allows administrators to manage SafeConsole
Ready secure USB drives. Learn more

Enter connection token
‘ https://safeconsoleservername.com/connect

Contact your administrator to receive the connection
token.

Cancel"| Check token

© 2018 DataLocker Inc. All rights reserved. 18
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5. The client will search for the correct SafeConsole server and will ask you to confirm the
connection when it finds one. Click Yes, Connect.

¥ DatalockerDL34.8.34 %
Actions  Help

-=' Connect to SafeConsole

Management server found

Datal ocker DL3 found a management server
owned by DatalLocker Inc. Do you want to connect?

Cancel | Yes, connect!

6. Your device will connect to the server. You can determine if your device is reaching the server
by the connection symbol in the bottom right corner.

Optionally Enabled Policies - These policies may or may not be enabled by your System
Administrator. They will appear during device registration if they have been enabled.

e Confirm Ownership of the device: Enter the Windows username and password that is
associated with the login credentials of the computer the device is plugged into.

e Custom Device Information: Required information about you or your device. The required
fields will vary.

e Unigue User Token: This token is directly associated with the end user’s account and will
be provided by the System Administrator.

¢ Administrator Registration Approval: The System Administrator may require their approval
to proceed with device registration.

© 2018 DataLocker Inc. All rights reserved. 19
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7. Upon the second login on the device after registering to SafeConsole, the client will save the
backup password. You will be notified with a popup.

H Datalocker DL3 4.8.34 (E1\) *
] .
== Main Menu
B Datalocker DL3 x

1 Password Recovery setup process complete, User Password Reset is available
.’_I_\ from SafeConscle.

Registration Troubleshooting

If you have trouble registering your DL3 or your device consistently loses the connection between
the client and the SafeConsole server, follow the steps below.
1. Log into the DL3 and press Connect.

2. On your computer, right click the DatalLocker DL3 icon and click Open.

CD Drive (I:) Login Google [
Datalnckeril 2 -
0 byt Install or run program from your media

Open AutoPlay...

Open MobaXterm terminal here

s

Open

Open in new window

3. Right click DatalLockerDL3.exe and click Run as administrator.

This is a one time action that should solve the connection problem. Next time you connect,
you should be able to run the DL3 client as usual.

win 6/2/2017 2:52 F
] autorun.inf 8/10/2017 11:1!
l DatalockerDL3.exe ANAMT A4,
5| release-notes.css Open

G‘ release-notes.html Q Run as administrator

Troubleshoot compatib

Using A SafeConsole Managed Device
Logging In And Accessing Files

To log into to your SafeConsole registered device:
1. Enter the correct password on the DL3 screen.

2. Press Connect.

© 2018 DataLocker Inc. All rights reserved. 20
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3. On your computer, find the DataLocker DL3 icon under This PC and double click.

4. The device client will launch and you will have access to your files by clicking Files.

Locking The Device

To lock your SafeConsole registered device:
1. With the client open on your computer, click the Actions button in the top left corner.
2. Click Lock and Exit.

Your files have now been secured and the drive will be ejected from the computer. Your DL3
screen with either show the Connect button to reconnect your device or will show a message
stating it is safe to remove your device from the computer.

Password Reset

The password reset function of SafeConsole is a useful tool to provide users a way to reset a lost or
forgotten password without losing the data on the drive.

Note: Remote Password Reset must be turned on within SafeConsole for this option to be available
on the DL3.

1. Log into the SafeConsole user interface and navigate to the correct device on the Devices
page. You may need to ask the user for the serial number of the drive 1o ensure you select the
correct device in SafeConsole.

¢ To find the correct serial number, the user should go to Help in the upper left corner and
then About.

2. Click the serial number of the correct device.

Owner =] Device B Serial Version =) Status =) Anti-Malware B Last Seen =] Action B

DL3FE I:I 48340 Fooze Disabled 9 minutes ago[7] [T

© 2018 DatalLocker Inc. All rights reserved. 21
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3. In the Device Details popup, click the blue Reset Password button.

Device Details

Acquired Date:

& datalocker.loc/QA

Path datalocker.loc/QA (#2)

Policy:

Owner; est User

Email: testuser@safeconsole.com

11 Reassign device to another user
+%- DL3 FE - DL3F17APR16000657 A Delete Device

Device: DL3 FE (278A1125)

Serial DL3F17APR16000657
Version: 4.8.340

2018-08-15T14:53:54-05:00

Policy Updated: true
Online: false

Last Seen: 22 minutes ago 203.0

@ storage Info: Used: N/A / Total: N/A
Status: inusev
Anti-Malware: Disabled ~
| =i Reset password |

& Custom Device Information +AddNew  + Save

No Data Available

4. You will be given a Server Response Code to give to the user. Options include copying the
code to send to the user or clicking Send Email to send an email o the user from SafeConsole
with the code inside.

Owner:
Device ID:

Device:

NOT REQUIRED

#~ Server Settings

Email

XXBXQDKXV

Reset password

Server Response Code:

datalocker.loc/QA

DL3F17APR16000675

DL3 FE

Client Request Code (Password ID):

testuser@safeconsole.com

+ Send Email

5. The user should enter the Server Response Code into their DL3 on the password screen.

6. The device will reset the password to 0000000. The user will be prompted to change the
password upon the next use.

© 2018 DataLocker Inc. All rights reserved.
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Disabling SafeConsole
To Disable SafeConsole Before Device Registration

Follow these steps to disable SafeConsole only if you have not registered your device with SafeCon-
sole previously.

1. Navigate to the Setup menu as an administrator. For more information, see Accessing The
Setup Menu.

Select the SafeConsole option.
Choose Disable.

Return to the Connection menu and select Connect.

S S AN

Your device will appear as DatalLocker in the Hard Drives and Devices section, under This PC.

To Disable SafeConsole After Device Registration

Follow these steps to disable SafeConsole if you have previously registered or are currently registered
to a SafeConsole server. Disabling SafeConsole on a DL3 that has already been registered with
SafeConsole will require contact with DatalLocker technical support because the device is now
tied to the SafeConsole server.

Note: Technical support agents are only able to assist system administrators. If you are not the
system administrator of your device, please contact your system administrator for assistance.

You can reach support by calling (913) 310-9088 or emailing support@datalocker.com.
You will need the company name when contacting support. To find this:

1. Log in and launch client.

2. Click Help in the upper left corner and then click About.

3. The company name will be in the Managed by section.
B Datalocker DL3 4.8.34 (E *
-=' DatalL ocker DL 3 Information

Technical details

Device ID: 230A1181.DLIF1TNOV16000005

Serial number: B 7
Product type: DL3FIPS
Product version: 4834
Product build: 0bB2045
Firmware version.  3.10
I Managed by: Datalocker Inc I
Server: e K il O
Last policy received: Wed, 15 Aug 2018 20:29:10 GMT
Owner path: datalocker loc/QAS

E@ Copy technical details
i= Restart to create log file

4 Back

© 2018 DataLocker Inc. All rights reserved. 23


mailto:support@datalocker.com

DatalLocker DL3 User Guide

Initializing And Formatting Your DL3

On occasion - for example, affer self-destructing your DL3 - you will need to initialize and reformat
the drive to make it usable again.

How To Initialize Your Drive

1. Touch start screen.
2. Follow the onscreen prompts, hitting Yes and Continue.
3. Touch screen 16 times to generate a new AES key.

The default password is 000000.

You will now have to format your drive. The instructions to format your drive will vary depending
on your operating system.

Selecting The Correct File System

Your device is formatted as NTFS from the factory.

The DL3 can be reformatted to any file system of your choosing to accommodate a different
operating system or to remove file size restrictions.

Recommended file systems:

e FAT32
- Pros: Cross-platform compatible (Windows, macOS, and Linux)
- Cons: Limited individual file size of 4GB
e NTFS
- Pros: No file size limitations
- Cons: Limited cross-platform compatibility - Windows, macOS (read-only), and Linux
(read-only)
o exFAT
- Pros: No file size limitations
- Cons: Not supported by legacy operating systems

Note: Reformatting your DL3 drive will erase all your files but will not erase your device password
and settings. This should not be used as a method of securely erasing files. To securely erase your
files, perform a Zeroize function. For more information, see the Zeroize section.

Important: Before you reformat the device, back up your drive to a separate location, for example,
to cloud storage or your computer.

Formatting Your DL3 On Windows

1. Connect the DL3 to the computer and log in.

2. Download the DataLocker Disk Formatter Tool, which can be found here.
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3. Run the DatalLocker_Disk_Formatter.exe. The formatting tool will automatically find the DL3
device.

| il
Datalocker
_Disk_Farm

atter.exe

4. Select the Drive Letter and Format Type, and rename your Drive Label.

-
S
B Select Datalocker Drive: www.datalocker.com
] ] 7
B |[1] - Datalocker DL3 FIPS {120GE) w )
Drive Label: Drive Letter:
Datalocker = v
Filesystem:
Start Format NTFS -

Warning: Thizs program wil delete all your data stored on the Datalodker drive!

5. Click Start Format.
6. The formatting tool will show Formatting drive...

Note: Windows may recognize that the drive needs to be formatted after the formatting tool
has already started. Feel free to close any popups from Windows that say the drive needs to
be formatted.

—
~
B Select Datalocker Drive: www.datalocker.com
] ] 7
B | [1] - Datalocker DL3 FIPS (120GE) w -
4
Drive Label: Drive Letter:
| Datalocker E: v
Filesystem:
I NTES v

Formatting drive. ..

© 2018 DataLocker Inc. All rights reserved. 25



DatalLocker DL3 User Guide

7. When finished, the formatting tfool should display the message “The formatting has successfully

finished!”
e
N
B Select Datalocker Drive: www.datalocker.com
] ] 7
B |[1 - Datalocker DL3 FIPS (120GE) w =)
Drive Label: Drive Letter:
Datalocker F: e
Filesystem:
Start Format NTFS e

The formatting has successfully finished!

Your DL3 will now appear under This PC.

v [ This PC
P 30 Objects
I Desktop

[ZZ| Documents

‘ Downloads

J’l Music

&= Pictures

ﬂ Videos

= Windows7_05 (C)
H CD Drive (D) Login DatalockerDL3
¥ o Datalocker (E:)

Formatting Your DL3 on macOS$S

1. Go to Applications under your Finder.

@ AirDrop
E\ Recents
¢ iCloud Drive
,&: Applications
o] Desktop

© 2018 DataLocker Inc. All rights reserved.
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2. Click Utilities and open Disk Utility. You will receive a warning message that the drive is not
readable. Click Ignore.

¥ [3E] Utilities
B Activity Monitor
AirPort Utility
™ Audio MIDI Setup
E Bluetooth File Exchange
#| Boot Camp Assistant
%" ColorSync Utility
. Consale | The disk you inserted was not readable by

this computer.
@ Digital Color Meter '

¥ Disk Utility

() Feedback Assistant [ Initialize... Ignore Eject

3. Select the unformatted DL3 disk.

External

Q DLI DataLocker D... &

4. Click the Erase tab at the top of the screen.
Disk Utility

& g S}

First Aid Partition Erase Restore Mount

5. Rename the disk label and choose a file system.

==m Erase “DLI DataLocker DL3 Media"?

Erasing "DL| DataLocker DL3 Media” will delete all data
stored on it, and cannot be undone. Provide a name,
choose a partition map and format, and click Erase to
proceed.

Name: | Untitled |

Format: Mac OS5 Extended (Journaled) B
Scheme: = GUID Partition Map B
Security Options... Cancel Erase

6. Click Erase. The drive will begin formatting.

Erasing “DLI DataLocker DL3 Media” and creating

» :
| “DataLocker "
Formatting disk3s2 as Mac OS Extended (Journaled) with name

DataLocker

¥ Show Details
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7. When it is finished formatting, you may get a popup message asking if you would like to
backup your drive with Time Machine. Choose your preferred option.

T Do you want to use DataLocker (4 TB) to back up with
O Time Machine?

Time Machine keeps an up-to-date copy of everything on your Mac. It not only
keeps a spare copy of every file, it remembers how your system looked, so you can
revisit your Mac as it appeared in the past.

Enerypt Backup Disk

? Decide Later Don't Use Use as Backup Disk

8. Click Done.
9. Your formatted DL3 should now appear under Devices.

External

Q DatalLocker =

Click on the links below for a video walkthrough on formatting your DL3.
Format your DL3 - Windows

Format your DL3 - macOS

Linux Compatibility And Configuration

The DL3 is platform independent when used apart from SafeConsole and capable of being run
with 100% compatibility on most systems. For optimal Linux or Unix based system compatibility, we
recommend using at least the Linux 2.6.31 Kernel (released 9 September 2009), which implemented
the xHCI specification for USB 3.0. Although older versions should work, they might run in USB 2.0
mode, which can be significantly slower.

You can check your kernel version by typing the following command in the terminal:
# uname -r

Because there are so many distribution versions of Linux, we cannot guarantee that every version
of every operating system has been tested. The following distributions have been tested and found
working with ext4 file system formatting:

Red Hat Enterprise Linux 6.5
CentOS 6.5

Debian 7.4

Ubuntu 13.10

Ubuntu 14.04

In most newer distributions the drive should automatically mount. To format the drive, first enter
terminal, then list detected hard disks using

# fdisk -1 | grep '~“Disk'

Your configuration may vary. For this example, we’ll assume the disk is at /dev/sdb
You will then type

# fdisk /dev/sdb
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Follow the instructions in fdisk to create a new partition. Finally you'll use the mkfs command to
format the disk for Linux. Here, we use ext4.

# mkfs.ext4 /dev/sdbil
If you want to rename the drive, use the e2label coommand.
# e2label /dev/sdbl /DatalLocker

Frequently Asked Questions

If you sfill have questions after reviewing the user guide, please consult our FAQ page at dat-
alocker.com.

You can find warranty information at datalocker.com/warranty.

Contact The Support Team

If you have any unresolved issues with your DL3, you can give us a call at (913) 310-9088.

If you would like to contact us outside of our business hours (Monday through Friday from 9:00AM -
5:00PM CST), visit our Support page to post your question and we will get back to you as soon as
possible.
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Note: DatalLocker is not liable for technical or editorial errors and/or omissions contained herein;
nor for incidental or consequential damages resulting from the furnishing or use of this material.
The information provided herein is subject to change without notice. The information contained
in this document represents the current view of DatalLocker on the issue discussed as of the date
of publication. DataLocker cannot guarantee the accuracy of any information presented after
the date of publication. This document is for information purposes only. DataLocker makes no
warranties, expressed or implied, in this document. DataLocker and the DatalLocker logo are
registered tfrademarks of DatalLocker Inc. and its subsidiaries. All other frademarks are the property
of their respective owners. All rights reserved.

Patent: datalocker.com/patents

FCC Information: This device complies with part 15 of the FCC Rules. Operation is subject to
the following two conditions: (1) This device may not cause harmful interference, and (2) this
device must accept any interference received, including interference that may cause undesired
operation. This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates,
uses and can radiate radio frequency energy and, if not installed and used in accordance with
the instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged 1o try to correct the inferference by one or more of
the following measures:

e Reorient or relocate the receiving antenna.

¢ Increase the separation between the equipment and receiver.

e Connect the equipment to an outlet on a circuit different from that to which the receiver is
connected.

e Consult the dealer or an experienced radio/TV technician for help.

Note: Changes or modifications not expressly approved by the party responsible for compliance
could void the user’s authority to operate the equipment.
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